Linux Server Maintenance Report
December 26, 2009

example.com

Operating System Updates

Date Checked |Updates Installed
12/05/09 Sudo-1.6.8, tar-1.20
12/12/09 Apache-2.2.9-10, PHP-5.2.6, gcc-4.3.2, libdb-4.6.21, zip-2.32
12/19/09 Samba-3.2.5
12/26/09 Kernel-2.6.18, Postfix-2.5.5

System Log Entries
Date Checked |Issues, or Events Noted
12/05/09 Log of server reboot (12/01/09 at 9:00 EST)
12/12/09 None
12/19/09 None
12/26/09 None

Backup Integrity

Date Tested Backup file tested Results
12/05/09 /backup/Fri-mysql.tar Backup intact (no corruption)
12/12/09 /backup/Thu-www.tar Backup intact (no corruption)
12/19/09 /backup/Tue-home.tar Backup intact (no corruption)
12/26/09 /backup/Sat-mysql.tar Backup intact (no corruption)




Resource Usage

[ | Free ] Free
B Used B Used
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Vulnerability Scan Results

Date Issues Found/Resolved
12/05/09 TRACE/TRACK enabled in Apache, disabled this feature.
12/12/09 No issues found.
12/19/09 No issues found.
12/26/09 No issues found.
Other Software Updates
Date Software Updated
12/05/09 Updated Wordpress to version 2.9
12/12/09 Updated Wordpress Platinum SEO Pack to version 1.3.1
12/19/09 No additional software updates available
12/26/09 Updated phpMyAdmin to version 3.2.4




Integrit Scan
Date Scan Results

12/05/09 /etc/passwd and /etc/shadow modified when user “web” was created.

12/12/09 No modified files.

12/19/09 No modified files.

12/26/09 /etc/apache2/sites-enabled/domains modified with addition of
ww2.example.com.

Server Performance Optimization Results

Disabled the following services from running at system startup:
Postfix (no mail is sent from this server)
NTP Client (time synchronization is not crucial)

Additional Notes

For more information on the TRACE/TRACK debugging feature that has been disabled
in Apache, please visit the following link:
http://www.securityspace.com/smysecure/catid.html?id=11213

Recommend uninstalling Postfix, since this server does not send mail. If you would
like for Postfix to be uninstalled on the next scheduled maintenance period, please let
me know.

Christopher J. Pace- Linux Consultant
chris@linuxconsultant.info
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